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PACKET ANALYSIS

by Eric A. Vanderburg

Almost every computer today is connected. Their communication
with others takes the form of packets which can be analyzed to
determine the facts of a case. Packet sniffers are also called as
network analyzers as it helps in monitoring every activity that

is performed over the Internet. The information from packet
sniffing can be used to analyze the data packets that uncover the
source of problems in the network.

els through the network, irrespective of the destination. A log file will be

generated at the end of every operation performed by the packet sniffer
and the log file will contain the information related to the packets. Every pack-
et has a header and body, where the header contains information about the
source of the packet and the body contains the actual information about the
transfer. There are packet sniffer tools that are available online and many of
them are open source tools and hence they are available free of cost. How,
when and where should this be performed to collect the best data in a defen-
sible manner? Attend this workshop to find out.

MODULE 1 - BASICS

WHAT IS PACKET ANALYSIS?

Investigations cannot always be contained to a single computer, especially
with the way systems are connected these days. Right now, your computer
may be connected to dozens of different computers, some to check for soft-
ware updates, others to gather tweets, email, or RSS feeds. Some connec-
tions could be used to authenticate to a domain or access network resources.
Now consider an investigation and the potential importance this information
could have to it.

T he important feature of packet sniffing is that it captures data that trav-

Network communication over an Internet Protocol (IP) network can best
be understood as a set of packets that form a communication stream. A ma-
chine may send and receive thousands of packets per minute and computer
networks are used to send these packets to their destination. Packet capture
tools can be used to analyze this communication to determine how a com-
puter or user interacted with other devices on the network. Packet analysis
can capture these packets so that they can be reviewed to determine what
communication took place.

Packet analysis is called as packet sniffing or protocol analysis. A tool that
is used for packet analysis is called packet sniffer or packet capture tool.
It captures raw data across the wire which helps in analyzing which parties
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are communicating on the network, what data is flowing, how much data is being transmitted and what
network services are in use.

PACKET SNIFFING PROCESS

Packet sniffing can be divided into three steps. The first step is collection when the software gathers all
data traversing the network card it is bound to. Next, the data is converted to a form that the program can
read and lastly, the program presents the data to be analyzed and can perform pre-programmed analy-
sis techniques on the data.

OSI NETWORK MODEL

Before you can analyze packets, you need to understand how network communication takes place. The
OSI network model is a conceptual framework that describes that activities performed to communicate
on a network.

TOOLS

There are various packet sniffing tools available on the market. Some popular packet capture tools in-
clude Wireshark, Network Miner and NetWitness Investigator, which we will see in detail. All three of
these tools are free to download and use and they can be operated in both command line program for-
mat and GUI format.

Of the three, Wireshark is the most popular packet sniffer tool that is used worldwide for its ease of in-
stallation, ease of use, etc. More importantly, it is an open source tool that is available free of cost. The
tool also provides advanced options that will enable forensic investigator or network administrators to
delve deep in the packets and capture information. It supports operating systems and numerous proto-
cols, and media types.

There are numerous packet sniffer tools available for network administrators to analyze and under-
stand the traffic flow across the network. It is always difficult to zero down on the best of the lot as almost
of them perform required functions seamlessly. Still, there are factors in which they can be ranked and
classified as the top packet sniffing tools. The following three tools are identified to be the best in the mar-
ket, already serving millions of computers from identifying serious threats. Let’s get in detail with each of
the three packet sniffing tools and understand why they are ranked in such order.

WIRESHARK

Wireshark is a popular open source packet sniffer that performs functions such as network troubleshooting,
data analysis, protocol development, etc. The tool uses latest available platforms and forensic investigator
or network administrator interface toolkit for serving network administrators. The development version of
Wireshark uses Qt while the current releases use GTK+ toolkit. The major advantage of using Wireshark
is that it supports multiple platforms, operating systems and protocols. Wireshark comes in both graphi-
cal forensic investigator or network administrator interface format and command mode format. Wireshark
includes network interface controllers that make it possible for the traffic flowing across the network to be
captured via packets. Otherwise, only specified data that is routed to a destination will be captured.

Wireshark supports various protocols and media types. The approximate number of protocols sup-
ported by Wireshark is more than 900, and this count goes on increasing as and when an update is re-
leased. The primary reason for the increase in count of supported protocols is the open source nature of
the tool. Developer has the freedom to develop code for including their new protocol into Wireshark. The
Wireshark development team reviews the code that you send and include them in the tool. This makes
it possible for protocol to be supported by Wireshark. Also, Wireshark supports major operating systems
ranging from Windows; MAC to Linux-based operating systems.

The other major reason for Wireshark to remain on top of a user’s list of best packet sniffers is its ease
of use. The graphical user interface of the tool is one of the simplest and easiest, available in the online
world. The menus are clear with a simple layout, and raw data are represented graphically. This makes
it easier for novices to get along with the tool in the early stages of their career. The common problem
that users face when using open source software is a lack of proper program support. Wireshark has a
highly active forensic investigator or network administrator community that can be ranked as the best
among the open source projects. The development team also provides an email subscription of forensic
investigator or network administrators on latest updates and FAQs.

« » www.eForensicsMag.com
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Wireshark is very easy to install, and the required system configuration is very minimal as well. Wire-
shark requires a minimum of 400 MHz of processor speed and 60 MB of free storage. The system should
have WinPCap capture driver and a network interface card that supports promiscuous mode and this
requires user to have administrator access on the system being used.

Once you are sure that your system has the given configuration, you can install the tool in very short
time. Since there will not be data for the first time you open Wireshark, it will not be easier to judge the
forensic investigator or network administrator interface.

Installing Wireshark tool is as simple as installing other software in the Windows system. All you need
to do is double click the executable file for the installer to open up. Agree to the terms and conditions and
select the components you need to be installed along with the packet sniffing tool. Certain components
are selected by default, and they are enough for basic operations. Ensure that you select the Install Win-
PCap option and verify that the WinPCap installation window is displayed some time after Wireshark
main installation has started. When the installation is complete, open the tool and select Capture button
from the main drop down menu and select interfaces from which you need data to be captured. This will
initiate your first data capture using Wireshark, and the main window will then be filled with data that can
be used by the user.
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The main window of Wireshark is where the data that are collected are presented to the forensic in-
vestigator or network administrator. Hence, this will be a place where most of the time in the tool will be
spent. The main window is broken down into three panes that are interlinked with each other.

The three panes are packet list pane, packet details pane and packet bytes pane. The packet list dis-
plays the packets that are available for forensic investigator or network administrator analysis. On select-
ing packet, the corresponding packet details are displayed in the packet details pane. The corresponding
size of the packets will be displayed in the packet bytes pane. The packet list pane displays the packet
number and the time at which the packet was captured by the tool. It also displays the source and desti-
nation of the packet and other information related to the packet such as packet protocol, etc. The packet
bytes pane displays the raw data in the same form as it was originally captured and cannot be of more
use. More information about Wireshark can be found at https://www.wireshark.org/. The tool can also be
downloaded from the site.
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NETWORK MINER

Network Miner is a packet analysis tool that also includes the ability to perform packet sniffing. It is avail-
able for Windows, Linux and MAC OS. It is passive packet capturing tool that detects operating systems,
traffic, and network ports. On the contrary, Wireshark is an active packet capturing tool.

The difference between an active and passive packet sniffing tool is that in active sniffing, the sniffing
tool sends the request over the network and uses the response to capture packets while passive sniff-
ing does not send request for receiving a response. It simply scans the traffic without getting noticed in
the network.

The places where passive sniffing comes in handy are radar systems, telecommunication and medical
equipment, and many others. Another difference between active and passive sniffing technique is that
the latter uses host-centric approach which means it uses hosts for sorting out data while active sniffing
uses packets. Similar to Wireshark, network miner also comes with easy to use interface, simple instal-
lation and ease of use.

NETWITNESS INVESTIGATOR

The NetWitness Investigator is the packet sniffing tool that is a result of 10 years of research and de-
velopment has been used in most complex threat environments. The Netwitness investigator has been
used only with critical environments for so long, but the company has released the free version of the
software, making it available for the public as well. The investigator captures live packets from both wire-
less and wired network interfaces. It supports most major packet capture systems. The free version of
the tool allows 25 simultaneous users to capture data up to a maximum of 1 GB.

« » www.eForensicsMag.com
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The tool has other interesting features such as effectively analyzing the data in layers of networking,
from users email addresses, files, IPv6 support, full content searching, exporting the information collect-
ed in PCAP format, and others. As the number of users using the internet has grown over the years, it
was important for the Internet Engineering Task Force to come up with unique IP addresses that can be
used for new devices. IPv6 will replace the current generation IPv4 protocol. The introduction of IPv6 al-
lows increased number of IP addresses which helps more users to communicate over the internet. This
is because, |IPv4 addresses are only 32 bits long that supports 4.3 billion addresses whereas IPv6 ad-
dresses are 128 bits long and supports over hundred trillion and trillion addresses. With new set of proto-
cols used for communication, it is important for the forensic tools to provide support for the protocols for
seamless operation. NetWitness Investigator thus provides support for IPv6 which will be the future of all
internet communication. Every new release of the tool comes in which many new features that may not
be available in other packet sniffing tool. Netwitness investigator requires certain minimum configuration
support for installation. The tool can be installed in windows operating system, with at least 1 GB RAM,
1 Ethernet port, a large amount of data storage, etc. The free version of the tool supports only the Win-
dows operating system while the commercial version provides support for Linux as well. One important
feature of investigator is that it does not alert forensic investigator or network administrators for problems
in network based on known threats. Instead, it catches packets in real time and analyzes the network
for differences in behavior and reports the same to the forensic investigator or network administrator im-
mediately. The commercial version of the software brings in more benefits when compared to the free
version. Some of the features that are present only in enterprise version are support for Linux platform,
remote network monitoring, informer, decoder and automated reporting engine.

HOW PACKET ANALYZERS WORK

Packet analyzers intercept network traffic that travel through the wired and wireless network interfaces
that they have access to. The structure of the network along with how network switches and other tools
are configured decides what information can be captured. In a switched wired network, the sniffer can
capture data from only the switch port it is attached to unless port mirroring is implemented on the switch.

However, with wireless, the packet sniffing tool can capture data from only one channel, unless there
are multiple interfaces that allow data to be captured from more than one channel. RFC 5474 is a frame-
work that is used for selection of packets and reporting them. It uses the PSAMP framework which se-
lects packets in statistical methods and exports the packets to the collectors. RFC 5475 describes the
various techniques of packet selection that are supported by PSAMP. These frameworks help users per-
form the processes seamlessly.

The data that is received initially will be in raw format that only the software can understand. It needs to
be converted to human readable form for the forensic investigator or network administrator to interpret.
The tool performs this operation in the process called conversion. The data can then be analyzed, and
necessary information can be obtained. Thus, the place where the fault is present can be identified, and
necessary actions can be taken. Normally, there are three basic types of packet sniffing, and they are
ARRP sniffing, IP sniffing and MAC sniffing.

In ARP sniffing, the information is transferred to the ARP cache of the hosts. The network traffic is di-
rected towards the administrator. In IP sniffing, the information corresponding to an IP address filter is
captured. MAC sniffing is similar to IP sniffing except for device sniffing information packets of a particu-
lar MAC address.

COMPONENTS OF PACKET SNIFFER

Before delving in detail on how packet sniffers work, it is important to understand the components that
are part of the sniffer. The four major parts of a sniffer are hardware, driver, buffer and packet analysis.
Most packet sniffers work with common adapters, but some require multi adapters, wireless adapters
and others. Before installing the sniffer in the system, diagnose whether the system contains the neces-
sary adapter for the sniffer. Next important component for a sniffer to work is the drive program. Without
the driver, the sniffer cannot be installed in the system. Once the sniffer is installed, it requires a buffer
that is the storage device for capturing data from the network.

There are two types in which data can be stored in the buffer. In the first method, the data can be

stored in the buffer until the storage space runs out. This prevents new data from being stored as
there is no storage space. The other method is to replace the old data with new data as and when the
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buffer overflows. The forensic investigator or network administrator has the option to select buffer stor-
age method. Also, the size of the buffer depends on the EMS memory (Expanded memory specification)
of the computer. When the EMS memory of the computer is higher, more data can be stored in the buffer.

The packet analysis is the most essential and core part of the sniffing process as it captures and analy-
ses the data from the packets. Many advanced snipping tools have been introduced of late which allows
users to replay the stored contents so that they can be edited and retransmitted based on requirements.

WORKING PRINCIPLE

The working principle of a sniffing tool is very simple. The network interfaces present in the segment will
usually have a hardware address, and they can see the data that is transmitted over the physical me-
dium. The hardware address of one network interface is designed to be unique so it should be different
from the address of another network interface. Hence, packet that is transmitted over the network will
pass through the host machines, but will be ignored by the machines except for the one to which the
packet is destined to. However, in practice, this is not always the case because hardware addresses can
be changed in software and virtualization technologies are frequently used to generate hardware ad-
dresses for virtual machines from a set pool.

In IP networks, each network has a subnet mask, network address and broadcast address. An IP ad-
dress consists of two parts namely network address and host address. The subnet mask helps in sepa-
rating the IP address into network and host address. The host address is further broken down as sub-
net address and host address. The subnet mask identifies the IP address of the system by performing
AND operation on netmask. It converts the network bits to 1 and host bits to 0. Any network will have two
special reserved host addresses, 0 for network address and 255 for host address. Subnetting a network
helps in breaking down bigger networks into smaller multiple networks. Network address is an address
that identifies a node in a network. The network addresses are unique within a network and there can
be more than one network address within any network. A broadcast address is a special address that is
used to transmit messages to multiple recipients. Broadcast addresses help network administrators in
verifying successful data transmission over the network. Broadcast address is used by various clients
and the most important of them are dynamic host configuration protocol and bootstrap protocol that use
the address to transmit server requests.

When a network interface card is configured, it will respond to the target network having addresses that
exist in the same network as designated by the subnet mask and network address. This is how packet
sniffing works and the three basic steps of packet sniffing are collection, conversion and analysis.

COLLECTION

The first step in packet sniffing technique is the collection of raw data from the packets that travel along
the network. The sniffer will switch the required network interface to promiscuous mode that will enable
data packets from hosts in the system to be captured. When this mode is turned off, only the packets
that are addressed to a particular interface will be captured. When this mode is turned on, all packets
received on a particular interface will be captured. Packets that are received by the NIC are stored in a
buffer and then processed.

It is important for forensic investigator or network administrator to understand where to fit in a packet
sniffer for it to capture packets effectively. This is called tapping the wire or getting on the wire in which
the packet sniffer is placed in the correct physical location. Placing the sniffer tool at the right position
is as tough as analyzing the packets for information. Since there are hardware devices in connecting a
network, placing the tool at wrong position will not fetch packets. As seen before, the network interface
card should be in promiscuous mode for capturing the data that is flowing across the network. Usually,
the operating systems do not allow the forensic investigator or network administrators to turn promiscu-
ous mode on. Individual forensic investigator or network administrator privileges are required to enable
this mode, and if that is not possible, packet sniffing cannot be carried out in that particular network. It is
much easier to sniff around the packets in a network that has hubs installed because, when traffic is sent
over a hub; it traverses to every port that is connected to the hub. Hence, once you connect the packet
sniffer to an empty port of the hub, you will receive packets travelling across the hub.
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Figure 4. Example of one location where packet sniffer can be placed. Source: http://www.windowsecurity.com/articles-
tutorials/misc_network_security/Network_Analyzers_Part1.html|

The most common type of network is a switched network as it allows broadcast, multicast and unicast
traffic. It also supports full duplex communication in which the host system can send and receive pack-
ets simultaneously. This increases the complexity of setting up packet sniffing tool in a switched environ-
ment. Also, the traffic that is sent to the broadcast address and the host machine can only be captured.
Hence the visibility window for the packet sniffer is far lower in a switched environment.

There are three common types of capturing data in a switched network and they are port mirroring,
ARP Cache poisoning and hubbing out. Port mirroring is the simplest of the three ways by which pack-
ets can be captured. The forensic investigator or network administrator must be able to access the com-
mand line interface of the switch for enabling port mirroring. As a forensic investigator or network admin-
istrator, you need to do is enter a command in the command line interface which enables the switch to
copy traffic from one port to another.

Another method of capturing the data in switched environment is hubbing out, which is a technique in
which the target device and the analyzer are localized within a network by connecting them directly to
the hub. In hubbing out method, forensic investigator or network administrator needs a hub and some
network cables to connect the target to the hub. First, unplug the host from the network, followed by plug-
ging the target and the analyzer to the hub. Then, connect the hub to a network switch which enables the
data to be transferred to the nub and simultaneously to the analyzer.

In the seven layer OSI model, the second layer contains MAC addresses while the third layer contains
IP addresses, and both these addresses should be used in conjunction for network data transfer. The
switches are present in the second layer and hence, the MAC addresses should be converted to IP ad-
dresses and vice versa for data transfer. This translation process is called as address resolution protocol.
Whenever a computer needs to transfer data to another computer, an ARP request is sent to the switch,
which then sends ARP broadcast packet to the systems that are connected to the computer. The target
computer which has the equivalent IP address responds to the request by sending out its MAC address.
This information is then stored in the cache so that future connections can use this data without sending
out new request. This method can easily capture the traffic across the network, and hence ARP cache
poisoning is otherwise called as ARP spoofing.

CONVERSION

In this step, the raw data that is captured in the collection step is converted to human readable form.
The converted data can only be analyzed for information that can be useful for the network administra-
tor. The work of most of the command prompt packet sniffers stop at this point of time and the remaining
work are left over to the end forensic investigator or network administrator.
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ANALYSIS

The third and final step of packet sniffing technique is analysis in which the data present in human read-
able form is analyzed to gather required information. Multiple packets are compared to obtain the behav-
ior of the network. The GUI based packet sniffing tools are handy at this time as they have comparison
tools as well.

All these methods ensure that the right packets are captured as part of packet sniffing technique. The
network problems can be analyzed, and necessary actions can be taken by the network administrators to
prevent further problem in the network. The three packet sniffing tools mentioned above are used widely
among the audiences around the globe.

The goal of analyzing data in computer forensics is to identify and explore the digital content for pre-
serving and recovering the original data that is present. There are various instances where computer fo-
rensics has come in handy for network administrators. Live analysis is the most effective technique as it
ensures that the encrypted file systems can also be captured and analyzed.
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odule 1 of packet analysis introduced you to the basic definitions of what a packet is and how
M packets form the base for all network communication. The high level information on what packet

sniffing technique is and the three major packet sniffer tools available in the online world were
also discussed in module 1. As said before, the Wireshark is the most sought after packet sniffer tool
among the audiences due to various reasons ranging from easy installation to ease of use. In this mod-
ule, let’s discuss the various processes involved in capturing and analyzing packets using Wireshark.
Even though data analysis seems to be an easy task, there are lots more in it when it comes to analyz-
ing packets for identifying problems in the network. Hence it is necessary for every one of you to know
all the processes involved in the entire packet sniffing technique. How, when and where should this be
performed to collect the best data in a defensible manner? Attend this workshop to find out.

MODULE 2 - CAPTURING DATA WITH WIRESHARK

CAPTURING PACKETS

It is a known fact that installing Wireshark tool in computers is an easy task as all you need to do is to
download and double click the executable file for the installation to begin. It will only take not more than
3 minutes to complete the installation, after which your first dream packet capture can begin. Before get-
ting in detail of the technique of capturing packets, it is important to understand the components and the
configuration settings that are essential for proper packet capture. As discussed in module 1, there are
various places where the packet sniffer tool can be placed to capture packets. It depends on various
factors such as presence of various hardware networking devices, problems in the network etc. Decide
where you want your packet sniffer tool to sit and fetch you information that is transmitted across the net-
work. Only then, you can proceed with other steps in analyzing packets. This is common for all packet
sniffing tools and not only Wireshark. It is also important to download and install the appropriate Wire-
shark installation file as there are various formats available for various operating system configurations.
There are separate Wireshark package files for 32 bit and 64 bit version of Windows operating system,
Linux and MAC operating systems. Download and install the correct package for the packet sniffer tool
to function seamlessly. Also, during installation of the file, users will be given the option of selecting the
various components that needs to be installed along with the package. It is important to select the re-
quired components as well. If unsure, leave it to the default components that are selected by the pro-
gram itself as it is sufficient for basic level packet sniffing. Once the installation process is completed, it
is time to open the tool and start its operation. In Linux environment, the Wireshark entry will be placed
in the desktop menu itself. The tool can also be opened by running Wireshark from the root shell of the
emulator. Opening the software in Windows is as simple as opening any other executable files. The non
GUI version of Wireshark is available for UNIX systems and more information regarding the same can
be obtained from various online sources or Wiki community of Wireshark.

On starting the Wireshark tool, click on Capture menu item and select Interfaces option. The Capture
Interfaces dialog window opens up where users will be able to select the various interfaces from which
the packets should be collected. There are various options for capturing packets and these options can
be configured by clicking on the Options button present in Capture Interfaces window. This is the place
where the user will have the option to select packets from interfaces which are enabled with promiscu-
ous mode. When this mode is turned OFF, the packets that are corresponding to the particular interface
can only be captured, otherwise all packets can be captured. There is also option to select the frame size
which will cut down the size of every packet that is received. When this option is not selected, the packets
will be captured in full size. Similar to this, there are many other options for the users to customize how
packets should be captured. If you are not sure of what the options are and how the results will look like,
it is better to leave it with default settings.
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Figure 1. Capture Options

When all the options and settings are configured, it is time to start packet capturing by clicking on Start
button. When the packets are captured, Wireshark will show all the packets in the main page. If the des-
tination address of all the packets that are captured ends with 255 or if they are displayed as FFFFFFFF,
then the corresponding packets relates to broadcast traffic. Usually, broadcast traffic cannot be used for
any analysis and they do not serve any purpose. The packets that are being captured are differentiated
with various colors ranging from green, blue and black. The packets captured as part of TCP traffic are
denoted in green, DNS packets in dark blue, UDP packets in light blue and TCP packets that have prob-
lems in black.
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Figure 2. Packets in different colors

These colors can also be changed based on user preferences in Coloring rules settings page. Select
the type of packet for which you need to change the color and click on Edit button the set the color of
your choice. Defining colors based on interests will make the task of analyzing packets easier, as there
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will be hundreds of packets captured at a single time. Once the files are captured, the results can be
stored in any format as specified in the tool. The default format in which the files are saved is libpcap for-
mat. Now that all the basic concepts related to capturing packets are covered, it is time to get into other
concepts such as filtering and marking packets and exporting the PCAP files. The following paragraphs
will uncover the basic definitions and processes by which packets can be filtered, marked and exported.

MARKING PACKETS

We have discussed how packets are captured in Wireshark. There are many other interesting options
for users to make use of before analyzing the captured packets. These options or settings enable easy
access to the packets of particular interest. Since every time the packet sniffing tool is run, very large
number of packets will be displayed which will make it really tough to find the packet that will be of most
use for the analysis. This concern has been taken into consideration by the Wireshark team after which
they have come up with the option of finding and marking packets which would allow the user to mark
the packets based on certain criteria. They have also made this process easier for everyone to be able
to find and mark packets, even though they have less expertise in using the tool. All the user needs to
do is to navigate to Edit menu and click on Find Packet option. The other easy option to open the Find
packet dialog is to press CTRL+F from your keyboard, which is the universal shortcut for Find dialog. In
the Find packet setting, users are given with three options by which the packets can be searched and
found. They are finding the packets by display filter, Hex value and string. The Display filter lets users to
select packets based on certain expression they enter in the search field while the Hex value and string
options let users to search and find based on hexadecimal value or text. Apart from selecting the search
criteria, users can also select the window from which the packets can be found. As seen before, there are
three panes on the main window of which the top pane displays the packet list; middle pane displays the
packet details while the bottom pane displays the packet bytes. Selecting this option will fetch packets
that are found only in the particular pane. User can also select “Case sensitive” option and the direction
of searching the packets with either up or down. When all the selections are made, click on Find button
to find the first packet that matches the selection criteria. The next and previous packets can be found by
clicking CTRL+N or CTRL+B respectlvely
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Figure 3. Find Packets

Once the interested packets are found based on certain search criteria, users can mark those packets
for future reference. Marked packets will be displayed in white text with black background and there is
also an option to save only the marked packets. There are so many benefits when it comes to marking
packets of particular interest. The first and foremost benefit of marking packets is to find them easily at
a later point of time. Otherwise which there will be millions of packets from the packet trace and finding
the one that is of interest will take lot of time and efforts. Since there is option to save only the marked
packets, the packets with no interest can be discarded. Marking a packet is as simple as making a text
bold in word document. When you find the packet that needs to be marked, press CTRL+M. Pressing this
when a packet is marked will unmark the packet. Marking or unmarking can be performed by the menu
option present in the interface also. The options will be displayed in Edit menu. When you feel that all the
packets that are fetched currently needs to be marked, simply press CTRL+A and to unmark all of them,
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press CTRL+D. There is also an option to jump to the next marked packet in the trace and it is pressing
SHIFT+CTRL+N. Navigating to the previous marked packet is SHIFT+CTRL+B. Users are given option
to save only the marked packets or the packets that are between the first marked packet and the last
marked packets. As you see, all the features provided by Wireshark are easy to use, which is the major
reason for its success among the network administrators. As we have seen how to export marked pack-
ets, let us now see the various options that are available for exporting the PCAP files.

EXPORTING PCAP FILES

Since there will be thousands and sometimes millions of packets received as part of packet sniffing tech-
nique, it is highly impossible for analyzing all the files at a glance. Hence, the team at Wireshark came
up with the option of saving the results in the form of PCAP files that can be opened anytime from Wire-
shark. All the files and packets can be opened and analyzed whenever the user finds time to do so. The
entire files that are captured can be saved to the local computer in as many as 21 formats with PCAP as
the default file format. But saving all files, including those that are not useful will result in waste of time
and efforts. And this is where finding and marking packets come into picture. As seen in the previous sec-
tion, the packets can be marked using various methods. Wireshark provides users with the option of sav-
ing or exporting only those marked packets so that the user sees only the required packets as and when
needed. To avail this option, user has to click on Export specified packets option from main menu. The
Export specified packets dialog window displays various options on what packets should be exported.
The first option present is exporting all packets, which when selected will export all the packets present
in the current capture window. The second option is to export selected packets. This means that, user
can select either one packet or more than one packet in the packet list pane. Such selected packets can
only be exported when Selected Packets option is checked. The third option is to export marked packets.
This is the option which will enable users to export only the marked packets. The fourth option is First to
Last marked which will enable users to export all the packets that are present between the first marked
packets in the packet list pane to the last marked packet in the pane. The last option is to specify a range
in the text box which will export all the packets that are present within the particular range as mentioned
in the text box. This option provides more flexibility to users in selecting packets from anywhere within
the pane. For example, giving the range as 1, 10-20, 25- will export the first packet followed by the pack-
ets from number 10 to 20 inclusive, and packet number 25 till the end of all the packets that are part of
current capture.
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Figure 4. Exporting packets
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Apart from these options, there is also option to remove the ignored packets from being exported. Nor-
mally, the packets that the users consider of no use can be ignored from the packet list pane. To ignore
any packet, the user simply needs to select a packet and right click on the mouse. The second option in
the list is to ignore packets. Hence when Remove ignored packets check box is selected, the packets
that are ignored from the packet list pane will not be exported. The packet range section of Export speci-
fied packets dialog window also displays the count of packets that are in specified range as mentioned
above. This will allow user to track how many packets are marked or selected and how many of them
are being exported currently. When exporting PCAP files, users can also determine if they want the ex-
ported file to be in compressed format. The Compress with gzip checkbox lets users to either compress
the end result file or to leave the file in native format itself. Apart from exporting the packets that are cap-
tured, the packet bytes can also be exported as well. To export the packet bytes, the user needs to se-
lect the packet detail and click on File, followed by clicking on Export selected packet bytes. The packet
bytes can be exported to raw data format, which can later be retrieved. Wireshark also provides various
other ways and formats by which the packets can be saved. The users are given the option to export
the packet dissections as plain text file, comma separated value file format, post script file, C arrays,
PSML file and PDML file. Exporting as plain text file will turn packets to plain ASCII text file which can be
opened with the help of notepad software. Exporting as csv format exports files to CSV, which can then
be opened using Excel. The files can also be exported to C arrays which can later be included directly
in C programs. PSML and PDML are XML based formats that includes only the packet summary and
packet details respectively. With so many options to choose from, the user can easily export the captured
packets to the file format of their choice. The saved files can be opened anytime using the Wireshark tool
itself for further analysis.

TEMPORAL CONSISTENCY

As seen above, Wireshark has made it very easier for users to capture packets and mark them for future
reference. Apart from this basic feature, the tool gives many additional options that can be customized
as part of user preference. One important concept that users need to understand well about the tool is
the time format that is used in logs and captured packets. Since there are various time formats available
and the captured packets display time stamps, it will be confusing if the user is not able to understand
from where the time is fetched from. Time will be stamped on all the packets that are captured. The time
stamps will also be saved along with the capture file for users to analyze the packets based on time
frame. The time displayed in the captured packets is taken from the WinPCap library, which in turn takes
the time from the kernel of the operating system. This is true only for live capture of packets. When the
data is loaded from a capture file, the time is fetched from the file and not from the operating system. The
standard time format as followed by Wireshark consists of date as yyyy—mm—dd followed by time in
the form of hh—mm—ss. There are various formats by which Wireshark displays time for the captured
packets. The various time presentation formats are available in View menu. The first format is the date
and time of day as mentioned above, which is the absolute date and time at which the packet was cap-
tured. The next format is displaying only the time of the day at which the packet was captured. Seconds
since beginning of capture is the relative time between the first captured packets till the next packet.
Seconds since previous captured packet displays the relative time since the previous captured packet
while Seconds since previous displayed packet displays the relative time since the previous displayed
packet. The Seconds since Epoch displays the relative time since the midnight of January 1, 1970 UTC.
The number of decimal places displayed in the time stamp can also be modified. The default setting is
to display time in micro seconds while this can be modified to seconds, deciseconds, centiseconds, mil-
liseconds or nanoseconds.
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Figure 5. Time formats

Wireshark has also given the option of setting time reference to packets. When a time reference is set
to a packet, the corresponding packet will be considered as the starting point for all subsequent pack-
ets. The time difference between the referenced packet and the subsequent packets can be easily cal-
culated for analysis. Any number of time references can be configured in a capture file. This packet time
referencing can be useful only when the time presentation format is set to Seconds since beginning of
capture. When any other time presentation format is selected and packets are marked for reference,
Wireshark offers the users to switch the time presentation format to Seconds since beginning of capture.
A packet that is time referenced will be marked as *REF* in the time column and the subsequent pack-
ets will display the time interval to the referenced packet. To set time reference to packets, right click on
the packet and click Set Time Reference (Toggle). Clicking it again will reset the time reference setting.
Since Wireshark does not provide any standard time stamp, it is often difficult to identify the accuracy
of the time mentioned in the packets. As the time is taken from the kernel of the operating system, the
accuracy of the timestamp varies based on the type of tool being used. If the tool is executed from USB
network adapter, the accuracy will be really bad as the packets need to travel from USB to the kernel for
capturing the time.

FILTERING

With millions of packets getting captured every time a sniffing program is used, it is difficult for users to
identify the packet that is of interest. To enable easy identification of packets based on requirements,
Wireshark has come up with the option of filtering packets to display what is needed for current analysis.
An expression can be used to filter the packets from any number of packets that are captured. It is very
easy to create expression for filtering packets. There are two types of filters in Wireshark namely Capture
filters and Display filters. The Capture filter filters the packets during the packet capturing process by the
help of WinPCap. The Capture packets dialog window includes option for selecting which packets need
to captured and which packets should not be captured. Since WinPCap is used for filtering packets dur-
ing packet capture itself, is will be easier if users are aware of the syntax of WinPCap. Consider, there is
a problem in the service that is running on a particular port. When packet capturing is performed it would
be difficult for all packets to be analyzed and the particular service be diagnosed. This is where filtering
of packets come into picture. Users can filter only the packets from the particular port which makes it little
easier to analyze the issues.

It is very simple to filter packets while capturing them. In the Capture Packets dialog window, select
Options to open Capture Options dialog window. The expression to filter packets can be given in the
Capture Filter text box. The users can also click on the Capture Filter button to open the Capture filter
expression builder that helps users to use some default expressions. When the filter expression is given,
click on Start button to capture packets based on the filter criteria. On the other hand, the display filter is
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used to display only the filtered packets after the packets are captured. The Filter option is present above
the Packet list pane and the expression can be entered in the filter text box. Hence, you will be captur-
ing all the data but only view the data of interest. This enables the user to view other packets that are
not filtered but may come in handy. The most common type of packets that are omitted from view using
display filter are the broadcast packets. It is very simple to filter packets in this method as all you need
to do is to enter the filter expression in the filter text box located above the packet list pane and click on
Apply button. When you do not want the filter to be applied and instead want to view all the packets, sim-
ply clear the filter.

Some example syntax for filter expressions:

To capture traffic only from a specific IP address — host 188.12.10
To capture traffic from DNS — port 53
To capture all traffic other than DNS — port not 53

http.://wiki.wireshark.org/CaptureFilters gives more examples on syntax for capturing packets.

The filter expression dialog is the easy way to filter packets based on some predefined expressions that
will help the novice users from using filter option. The filter expression dialog window can be opened by
clicking Expression button displayed near the Filter text box above the packet list pane. The filter ex-
pression dialog window has three panes with the left pane displaying the default expressions, followed
by Relation pane and value pane to the right. An expand icon is displayed adjacent to every expression
displayed in the dialog window. On clicking the expand icon, the various criteria for the specific protocol
is displayed. Select the criteria and select the relation which should be used for filtering the packets from
the relation pane. The value field in the right pane displays a set of predefined values but also comes
with a text box that can be used for entering user defined values. On clicking OK, the complete filter ex-
pression will be displayed in the Filter text box. The filter expression dialog window provides novice us-
ers with the option of selecting filter criteria in the simplest manner. But advanced users would require
more expressions that are not present in the default list. Such users can create the filter expression by
themselves once they know the syntax. Since, most often, the filter criteria used is the type of packet, it is
important to know the name of all the protocols that you need to analyze. For exampile, if you are trouble-
shooting a TCP problem in the network, you need to type tcp in the filter text box as the filter criteria. This
will fetch only TCP packets and omit packets of other protocols. Similarly, the filter criteria can also be
such that one type of packets should not be displayed but all other types should be displayed. For such
requirements, there is the ! operator which omits the particular value but displays all other values. Apart
from the normal expressions, various comparison and logical operators are available for enhancing the
filter expression. The various comparison operators that are available are == (Equal to), != (Not equal to),
> (greater than), < (Less than), >= (Greater than or equal to) and <= (Less than or equal to). The com-
parison operators assist the users in displaying results that are compared to the value displayed in the
filter expression. The logical operators assist in combining multiple expressions into a single statement
after which filter is applied. The various logical operators used are ‘and’ which will include both conditions
in the statement, ‘or’ which will use either of the two conditions, ‘xor’ which searches for one and only one
condition to be true and ‘not’ which does not search for any condition given in the expression. The filters
can also be saved for future uses. To save a filter, user should navigate to Filter capture dialog window
that can be opened from Capture -> Capture Filters. Create a new filter and give a suitable name for the
filter. Enter the filter expression and click on Ok button. This will save the filter expression which can be
retrieved anytime for filtering packets.
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ireshark comes with all the basic features similar to other packet sniffing programs. But there

are many other advanced features that make it the best of the lot. The most important part of

any packet sniffing program is to analyze the packets once they are captured. Every tool has
their own analysis technique and Wireshark’s is one of the best in the business. There are various types
of analysis possible with Wireshark; to understand all of them in detail and to explore all the advanced
features, attend this workshop.

MODULE 3 - STATISTICAL ANALYSIS WITH WIRESHARK

SUMMARY STATISTICS

The summary statistics window displays the general information about the current capture file. The sum-
mary statistics can be obtained by clicking on the Statistics menu item and then clicking Summary option.
Once the capturing of files is completed, or is in progress, the summary option is enabled. The various
information that is displayed in the summary window is File name, length of bytes, time when the first and
last packet are received, capture and display information. The file section in the summary window dis-
plays the file name, length of file in bytes, file format and encapsulation format.The time section displays
the time when the first packet is received, time when the last packet is received and the time elapsed be-
tween the first and last packet. The Capture section displays information about the operating system and
the build version of the tool and the capture application format. Display information displays the filter that
is used, if any, and the percentage of ignored packets. The table displayed below the display section dis-
plays the total number of packets captured, total size of packets captured, average packets captured per
second, average packet size, average bytes received per second and average megabytes per second.
The table also displays the total packets that are captured, displayed and marked.All the columns in the
table can be sorted and displayed. All this information will be useful in analyzing the number of packets
captured, size of the packets and the time elapsed during the process.
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Figure 1. Statistics Menu
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Figure 2. Summary Statistics

PROTOCOL HIERARCHY STATISTICS

Usually, there will be more than thousands of packets captured for analysis and it would be better if us-
ers are provided with statistics on what type of protocols are received in the file. The protocol hierarchy
statistics provides users with information related to what percentage of the captured packets belong to
various protocols such as TCP and UDP. This simplifies the process of counting each and every packet
to determine how many TCP protocol packets are captured and so on. This will also help users to under-
stand easily if there are any problems in the network as the percentage of all protocols will be displayed.
The protocol hierarchy statistics window can be opened by clicking on the Protocol hierarchy option
present in the Statistics menu. The percentage value and the count of packets will always be accurate;
thereby helping a great deal in analysis.

The various columns that are present in the protocol hierarchy statistics window are protocol, % pack-
ets, packets, bytes, megabytes per second, end packets, end bytes, and end megabytes per second.
The protocol column displays the name of the protocol; % packets display the percentage of packets that
are captured, packets column displays the absolute number of packets that are captured. The bytes col-
umn displays the total amount of bytes that are captured. The MBit/s column displays the bandwidth of
the captured packet’s protocol during the time of capture. There are various methods by which Wireshark
recognizes packets. The most common method is to use identifiers, as every protocol has their own iden-
tifiers. It also uses the previous traffic information for decoding information. When the protocol does not
have any identifier, Wireshark uses the heuristics to recognize the protocols. In some cases, the per-
centage of packets does not sum up to 100%. This is because; there is no option to display packets that
are other than the recognized protocols of Wireshark.It is also important to note that any single packet
would contain more than one protocol and this would increase the count of protocol to more than 100%.
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Figure 3. Protocol Hierarchy Statistics

CONVERSATION STATISTICS

You are right! Conversation in a network is synonymous to the conversation in normal terms. A conver-
sation in a network is the communication that takes place between two end points of the system. When
there are two hosts, the transfer of packets such as SYN, ACK etc. is called conversation. Wireshark
has made it easier to analyze the conversation of various packets in the network by the help of the Con-
versations window that is available in the statistics menu. The Conversations window displays the vari-
ous protocols at the top of the window. User needs to select the protocol tab which will display all the
conversations in the particular protocol. The first two columns are address A and address B which are
the source and destination addresses. The next column displays the total number of packets that are
transmitted between the hosts followed by the total size of packets in bytes. The next four columns dis-
play the total number of packets and bytes that are transferred from address A to B and vice versa. The
duration column displays the time of travel from one host to another. All the columns that are displayed
in the window can be sorted in both ascending and descending order. The copy button in the dialog win-
dow copies the entire content displayed in the column to the clipboard which can later be pasted in the
local system. There are more advanced options such as filtering the packets, finding the packets, and
preparing for filter etc. in the conversation window. Right click on any conversation to prepare for a filter
or actually apply a filter. There is also an option to find packets either from address A to B or from B to A.
Users can also color any conversation for easy analysis. Users also have additional options to display
only the conversation which matches the current display filter in use. The conversations window will be
updated now and then, thereby helping in fetching the latest results when the user opens the window
at any time. Before the above said conversation window was introduced, protocol specific conversation
windows were only in use. The Wireshark team has decided to keep the old option, as well as with the
newer one. The older window can be obtained by clicking the Conversation List option from the Statistics
menu. All the other options are present in the old protocol specific window as well.
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Figure 4. Conversation Statistics

ENDPOINT STATISTICS

Before going into what details end point statistics provides to its users, it is important to understand what
an endpoint is and what its types are. An endpoint, as the name suggests is the logical end of any pro-
tocol traffic. The end point varies for every protocol layer and the endpoint statistics window displays
the statistics of all the endpoints captured in the file. The various endpoints that are taken into account
are the Ethernet endpoint which is the MAC address of the Ethernet, fibre channel endpoint, FDDI end-
point, IPv4, IPX, JXTA, NXT, RSVP, TCP, and token ring endpoint. The endpoint window is similar to the
Conversations window in the way the various protocols are displayed in separate tabs. Click on a tab
to view the endpoints and the number of packets and bytes transferred. The tab label of every protocol
shows the total number of packets captured. This feature helps users to see only the tabs which contain
packets. When any protocol does not have any packets captured, the tab label will be greyed out. Even
though the label is greyed out, the user can navigate to the page, only to see empty values. The every
row present in the tab lists only one endpoint. There is a name resolution and limit to display option as
well. The packets can also be filtered and searched from the endpoint statistics window. Coloring can
also be applied on the packets for easy analysis. The earlier version of Wireshark had only a protocol
specific end point window and not the combined one as available now. But even though there are com-
bined window now, users can view protocol specific windows as well.
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Figure 5. Endpoint statistics
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1/0 GRAPHS

The best way to analyze any statistics is to view them graphically. Graphical representation has always
been the choice of technicians who desire to view results and study them. Wireshark has understood
this requirement by rendering the 1/0 graphs window which provides graphical representation of data
that is transferred along the network. The sudden spikes and other notifications in the graph would help
analyze the flow of traffic across various protocols. Watching the graphical representation of packets in
the I/O graphs window is interesting as highs and lows occurs now and then. A sudden high means that
more data is downloaded at that point of time. There are 2 axes in the graph with the X axis represent-
ing tick interval and the Y axis representing packets transferred per tick interval. Both X and Y axis can
be configured to user preference. The default tick interval of X axis is 1 second and the other options
available are 0.001 sec, 0.01 sec, 0.1 sec, 10 sec, 1 min, and 10 minutes. The pixels per tick option also
have values ranging from 1, 2, 5, and 10. View as Time of day option enables users to view the number
of packets that are transferred at the particular time of the day. The time will be displayed along the X
axis. Similar to X axis, the values of Y axis can also be altered. The default view of Y axis is by packets/
Tick while it can be changed to Bytes/Tick and Bits/Tick. The color of the graph can also be selected by
the user along with the graph style. The various styles available are Line, Bar, Impulse, and Dot. The
graph can also be filtered to display packets of particular protocol alone. The various filtering options are
available when the user clicks on the Filter button that is displayed for every graph in the window. Apply-
ing filters come in handy when there are problems in the network that must be diagnosed. Some of the
commonly used filters are given below.

The tcp.analysis.lost_segment filter enables users to identity the packets that are lost during trans-
mission. This can be found by the presence of gaps in the sequence numbers in the capture file. The
duplicate tcp.analysis.duplicate_ack filter displays the packets that are acknowledged more than once.
When the acknowledgement is duplicated, it means there is high latency between the endpoints. The
tcp.analysis_retransmission filter displays all the retransmissions occurring in the network. When there
are only a few retransmissions, it is not considered a problem. But when there are large numbers of re-
transmissions, it means the performance of the network is slow; therefore, poor. The tcp.analsysis.win-
dow_update notifies the user about the size of TCP window in the transfer. When the size of the window
drops down to zero, it means the sender has stopped sending packets and is waiting for acknowledge-
ment from receiver. The tcp.analysis.bytes_in_flight filter provides the number of bytes that are unac-
knowledged at any point of time. This number is recommended to be close to TCP window size, as any
number lower than the window size means problems in the network due to packet loss. The graphical
representation can be saved for future reference and analysis. The filter option and the coloring option
go hand in hand. When you filter the graph to display ARP and TCP traffic, you give separate colors for
both the graphs which will help in differentiating the packets received. The IO graph is an important part
of packet analysis as it will be used for various analyses. Hence, it is important to understand the various
features that are available in the window.
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Figure 6. /0 Graphs

RTP STATISTICS

RTP stands for Real Time Transport Protocol and it defines the standard format of packet transfer of
audio and video files over IP networks. RTP is always used alongside with RTP Control Protocol which
monitors the quality of data transmission over the network. RTP is most often used in real time multime-
dia sharing applications. It provides end to end transfer of live stream data. Wireshark statistics also in-
cludes a window to display the statistics of RTP packets that are transferred across the network. It also
displays packets from reverse stream as well. The forward and reverse stream of packets are displayed
in separate tabs, named as forward direction and reversed direction. The RTP statistics window displays
both basic information such as number of packets and sequence number along with advanced statistics
such as arrival time, packet size, and jitter etc. Along with information on individual packets, the lower
pane of the window displays the minimum and maximum values. Users can save the file in the form of
raw data or in any encoding format. The files can also be exported to Au-File, if there is G. 711 A-law or
G.711 mu-law codec.

RESPONSE TIMES

The Service response time is defined as the time difference between the request of a packet and its cor-
responding response. This information can be obtained for many protocols. Wireshark does not contain
a combined window displaying the response time for all the protocols; rather, it has individual windows
for selected protocols. The various protocols that are supported can be seen by clicking service re-
sponse time under the Statistics menu. Click on any of the protocol to display the response time window
for that particular protocol. The various columns that are displayed in the window are Index, procedure,
calls, minimum service response time, maximum service response time, and average time. Every win-
dow has a filter option as well, which will allow user to filter packets based on filter criteria.

All the above statistical tools ensure that packet analysis is performed with ease. All the tools are easy

to use and come with many advanced features. Hands on experience on the tool will make you feel com-
fortable using the above said statistical windows.
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ith all the focus on Wireshark, one would ideally think if it's the only reliable packet sniffing pro-
W gram in the market. But that’s not the case as there are many other programs performing so

close to what Wireshark does. A couple of them are NetworkMiner and NetWitness Investiga-
tor. These tools provide simple to use options and features making it easier for network administrators
to capture and analyze packets. Even though they perform similar function, both these tools also have
customized strengths and weaknesses giving options for users to accept or reject the tool. To know more
about these tools, read on and also attend the workshop to find out.

MODULE 4 - WORKING WITH PCAP ANALYSIS TOOLS

NETWORKMINER

Network security has always been an area of concern for network administrators. With millions of pack-
ets sent and received in the network, it is easier for malicious code to be injected into the system which
would compromise on the security of the business application. Active scanning of packets in real time
systems becomes an overload as it decreases the performance. Hence, passive scanning of packets by
loading the captured files is becoming popular. Passive scanning is also called as network security moni-
toring and is one of the best ways to analyze the packets transmitted in the network when the network is
not active. One of the best tools to analyze security of network is NetworkMiner which is an open source
network analysis tool. The software tool can be downloaded free of cost from the internet. Even though
the free version comes with loads of features, the professional edition will do many magic before the
eyes with various packet analysis windows and options. Some of the features that are available with the
professional version include Port independent protocol identification, exporting the results to csv/excel
format, configurable file output directory, command line scripting support, host coloring support and Geo
IP localization. The command line scripting is provided by NetworkMiner CLI which is the command line
interface of the software. The command line version helps in integrating the tool to various scripts such
as perl and python. When a pcap is loaded into the tool, the CLI generates CSV files that contain infor-
mation about sessions, parameters, DNS records, Clear text words, credentials, File Info, messages and
hosts. The professional version of the tool costs around $700. The best way to monitor a network is to
place the packet capturing tool in the middle of the network or between two endpoints. It is also important
to select the capturing tool such that it does not emit any signal to the network which is being monitored.
The tool should capture packets and store them in the form of PCAP files that can be processed and ana-
lyzed later. Even though NetworkMiner performs live packet sniffing, it is advisable to perform the analy-
sis offline. Storing the packets in the form of PCAP files also makes it an evidence of malicious activity in
the network which would compromise the reliability and security of the system. The free version and the
professional edition can be obtained from the website: http://www.netresec.com/?page=NetworkMiner.

IMPORTING THE PCAP FILE

PCAP file is the base for all packet analysis programs and tools as PCAP is the file format in which the
captured packets will be stored in the system. PCAP stands for packet capture and it is an application
programming interface that captures traffic from the network. WinPCap is used to capture the packets
that can later be used for analysis. Since the coding for PCAP files is written using C language, it is re-
quired to include wrapper classes for Java and other programming languages. WinPCap is used by al-
most the entire packet sniffing programs and network monitors that analyze traffic. NetworkMiner also
uses WinPCap to capture packets from the network and the captured packets are stored in files with ex-
tension PCAP. These stored files can later be retrieved and opened using NetworkMiner tool. The pack-
ets in PCAP can be extracted and analyzed. CapLoader is a part of the NetworkMiner packet sniffing tool
that captures and loads large amount of packets. CapLoader is used to index all the PCAP files present
in the system, which can then visualize the files in the form of TCP and UDP flows. Users will be seeing
all the packets that are captured from the network, and there are filters for tracking only the files of in-
terest, leaving out others. When the files are loaded and filtered, they can be easily sent for analysis to
any of the packet analyzing programs including Wireshark. Even though the stand alone data capturing
mode of NetworkMiner is sufficient for small to medium file sizes, tools such as CapLoader are essential
for capturing, loading and filtering packets and files of size more than gigabytes. Importing PCAP files in
NetworkMiner is just a click away as all you need to do is drag the files to the main window of the tool.
All the packets will be displayed which can then be selected and filtered.
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FILE CARVING

File carving is the technique of searching input from files and other objects using content instead of meta-
data. File carving comes in handy when the directory files are corrupted. In such case, file carving helps
in recovering files and fragments. Similar to file carving, there is memory carving that helps in recovering
memory dumps from unknown memory locations. File carving in NetworkMiner and other packet sniffing
tools searches for file header and footer and carves out the data present between them. The file carving
should always be performed only in the disk image and not in the original file. File carving in Network-
Miner carves packets of any file and saves them in PCAP format. The tool uses techniques from memory
and network forensics to extract both sent and received packets from the network including the complete
payload. When carving is not performed, the analysis is limited only to the IP address, port numbers and
endpoints of communication. When carving is performed, the contents of the communication can be re-
trieved as well.

Importing a PCAP: 1. Open Network Miner. Go to File a Open and select the pcap file you saved from
Wireshark

File Tools Help
- Select & network adapter in the list — - | 4 d Stop

Case Panel

Cleartext | Anomalies T
Hosts | Frames | Files Images | Messages | Credentials | Sessions | DNS | Parameters | Keywords Filename  MDS

Sort Hosts On: | IP Address (ascending) v| | Sort and Refresh |

Reload Case Files

Live Sniffing Buffer Usage:

Wait for Network Miner to analyze the file.

IMAGE CARVING

Image carving is a similar variant of the file carving technique in which images are carved and displayed
in place of files. The images that are transferred in the communication can be picked up for analysis.
For long time, it was really tough to capture and analyze images that are transferred across the network.
Most of the sniffing programs available today come with the concept of image carving. Similar to file carv-
ing, image carving looks for content present in the transfer instead of metadata. Using this technique,
the images that are lost in communication can also be retrieved and rendered. To carve image files, user
needs to enter the type of image they need to retrieve and carve the memory for fetching any images that
are present in the system. Image carving can also be performed in mobile forensics to track and monitor
images that are stored in the mobile phone. Even though image carver available in market today sup-
ports few image formats, new formats will be added in very short time. The images tab in NetworkMiner
displays all the captured images. The tab header displays the number of images that are captured in to-
tal. The images tab can be found next to files tab and previous to messages tab.
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MESSAGE CARVING

Consider your organizations’ network where individuals use their own mobile phones to transfer text
messages across the channel. These text messages do not come into the corporate network as most of
them are sent through various channels. Only some of the messages are sent using the company’s tex-
ting app. Hence, network administrators were able to track down messages that were sent only through
company’s texting app and not the other messaging channels. But advancements in technology and in-
troduction of forensics tools have made it possible to retrieve any number of messages from mobile de-
vice. The tools are highly advanced that even very old messages that are deleted from the mobile can
be traced down. This technique of capturing messages from mobile devices is called message carving.
Message carving has various advantages as they help in retrieving lost and deleted messages from the
communication. They also help in tracking down messages that are not transferred through company
mobile app. NetworkMiner comes with the option of message carving and all text messages that are
transferred through the supported protocols can be captured using NetworkMiner. The extracted mes-
sages are stored in messages tab that can be found next to images tab. The tab header also displays
the number of messages that are captured and displayed.

CREDENTIALS

The main window of NetworkMiner tool has various tabs of which one of the tabs is Credentials. The
Credentials tab displays the user credentials such as username and password for all the supported pro-
tocols that are transmitted without encryption. All the credentials are extracted by the tool and are dis-
played in the tab which allows user to identify the protocol that does not encrypt the password. Using this
technique, the username of popular online services such as Gmail can be identified. It is always recom-
mended that all the protocols should encrypt and transfer user credentials. Navigate to Credentials tab
of NetworkMiner to identify all the credentials that are extracted and displayed. The tab header displays
the count of number of credentials that are displayed by the tool.
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Live Snitting Bufter Usage:

SESSIONS

Apart from analyzing packets that are captured and the files, images and messages that are carved, Net-
workMiner also has many other features that are of importance. Consider a high end security network
in which it is not recommended to allow all incoming and outgoing communications. In such cases, it
would be better to prevent all of the incoming and outgoing traffic with the exception of certain sessions.
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The sessions that are considered for exception can be allowed to make communications across the net-
work. To identify which sessions are present in the network, network administrator should know all the
session transactions across the network. NetworkMiner comes handy at such times as it provides a list
of all enabled sessions in the network. The sessions tab in the NetworkMiner window displays all the ses-
sions that are available. The tab header displays the total count of sessions that are active at the current
time. The network administrator can determine which sessions are important and which are not, thereby
preventing unwanted sessions to undergo communication.
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Live Sniffing Buffer Usage:

KEYWORD SEARCHING

Another important feature of NetworkMiner tool is to search the captured protocols using keywords.
Since there will be millions of packets in a PCAP file, it would be difficult to search for a particular pro-
tocol. The keyword searching functionality enables users to search for specific keywords. The tool will
retrieve all packets that have the keyword specified irrespective of the protocol.

With so many interesting and useful features, NetworkMiner is serving many network administrators
with all they need to analyze traffic using captured files. Even though NetworkMiner captures live traffic,
the tool was first designed to load and analyze packets that are captured using other programs.

NETWITNESS INVESTIGATOR

It is important to know everything that is happening in the network and this requires high skilled network
administrator and the support of high end tool that drills into the network to capture data. NetWitness
Investigator is one such tool that performs extensive threat analysis on all components of the network
model. It is an award winning tool that analyses raw data for all information required to investigate fraud
and forensics. Capturing mountains of data will help in fetching the required information to study the net-
work. The NetWitness Investigator comes with various tools that help in analyzing packets and identify
any potential threats to the network. The tool uses WinPCap driver for capturing packets and to analyze
raw data present in various formats such as TCP, PCAP, GZ files etc.

The application can analyze both live packet data and input file data and reports can be generated in
various formats for the study of informational risk, events and users in the network, hostname aliases,
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source and destination of all packets etc. Every session of data capture is saved as individual collec-
tion which will help in easy navigation of packets and data. The saved sessions can be later retrieved
and analyzed with ease. The tool also comes with hosts of customized options for users to personalize
the packets they need for analysis. There are many other advanced features such as bookmarking the
packets collected which can be easily indexed and searched, history section that would provide the his-
tory of when the packets were collected. If Google Earth package is installed in the system, the tool will
also locate the place from where the packets were captured and analyzed. The latest version of the ap-
plication supports 802.11 interface, right click custom actions and support for Windows latest version.
The free version of the software allows for 25 simultaneous packet capturing sessions with maximum
capacity of 1 GB per capture. The professional edition has many advanced features when compared
to the free version, but the free version is more than enough for all basic analysis to be performed. The
software was lately acquired by EMC/ RSA in 2011 but the software is still available in free version as
well. The freeware of the software can be downloaded from the website: http://www.emc.com/security/
security-analytics/security-analytics.htm#!freeware.

IMPORTING THE PCAP FILE

As with other packet capturing programs such as Wireshark and NetworkMiner seen above, importing
PCAP files for packet analysis is an easy task. All the user needs to do is create a new collection and
import the file to be analyzed.

* Create a new collection

+ Select the collection

» Click on the Import Packets icon and browse to the pcap file you want to import. Select it to import.
» Wait for the progress bar to complete
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The default collection in Investigator is called the demo collection. User needs to create a new collec-
tion using the option present in Menu or by using CTRL+L shortcut key. Once the new collection is cre-
ated, double click on the collection name to see the status change to Ready. Right click on the collection
name to import packets and select the PCAP file which is installed in the system. The import process
will begin right away and depending on the size of the packet. As discussed in previous paragraph, the
free version of the tool allows for 25 simultaneous 1 GB capture data. Hence depending on the size of
the packet you are importing, it would take a little while for all data to be captured. Once the application
completed importing PCAP Files, the status would change to Ready. It is time to open the captured data
and explore the world of packets. The source, destination, aliases, services and ports are given in the
upper part of the report while the countries and cities are given in the lower part. A number is displayed
adjacent to every row and it displays the number of packets that are present. Clicking on that number will
display the detailed summary of the particular packet. From here on, it is all up to you to analyze what-
ever information you want from the packets imported.

DETECTING DATA BREACHES

Forensic analysis usually detects all the data breaches present in the system with the help of malicious
activity present in the audit logs. It would have been more useful if the network administrator or the secu-
rity team analyzed these breaches in real time. Even though it is difficult to analyze and understand the
potential threats, the packet sniffing programs come in handy. When real time information of packets and
traffic in the network is identified, the data breaches can also be identified. It will be possible to spot dif-
ferences in network behavior and user can go for in depth analysis on the packets that behave differently.
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